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METHOD AND APPARATUS TO MUTUALLY 
AUTHENTICATION SOFTWARE MODULES 

BACKGROUND 

51 . Field of the Invention 

The present invention relates to an improved data processing system, and, in 
particular, to a method and apparatus for multi-computer data transfer. Still more 
particularly, the present invention provides a method and apparatus for dynamic user 
and/or data authentication between anonymous code. 

lODescriptlon of Related Art 

Many entities rely on the interconnected aspect of the computing world as we 
know today. The proliferation of activity in an interconnected environment allows for 
software to be written and distribute on a wide scale. As such, digital certificates along 
with public key/private key cryptography allow for a certain level of trust in using signed 

15software obtained through electronic means. 

However, typical software does not contain the means to verify, authenticate, or 
authorize other modules, as well as having the other modules perform the same 
processes in retum. Typical software requires human intervention of some sort to allow 
such mutual procedures. 

20 Additionally, with many enterprise type software applications that run on 
distributed systems, or remote source providers that provide plug-ins for users to 
connect with, software segments or executables interact with one 
another on a dynamic basis in a rapidly growing manner. This means that code 
is loaded, wired together, and used in a dynamic environment on an ever 

25increasing basis. 
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For example, a company may have software that allows a user to access 
services and/or computer functionalities remotely. The software serves as a 
"spigot" for the services. A user may initiate contact with the software with their 
own "spigot" software, to any provider on a dynamic basis. 
5 In this case, both the user and the provider need to mutually verify,- 

authenticate, and/or authorize the other party's code and/or status. This 
functionality is not provided for in many typical applications, especially in the 
context of dynamically loadable anonymous software modules. 

In another example, a provider may provide a system implementing a 
C] 10 product in a plugable framework format. This allows the provider to make 
'^J custom built systems in a convenient manner. However, the independent 

rv 

modules, when "wired" together, may need to verify, authenticate, and/or 
p authorize other independent modules, to ensure a trusted relationship and that 

U^- only the proper modules have been provided. Again, the functionality for the 

15 modules to mutually verify, authenticate, and/or authorize themselves is not 
provided in typical software solutions. 

Many other problems and disadvantages of the prior art will become 
apparent to one skilled in the art after comparing such prior art with the present 
invention as described herein. 



AUS92000864US1 



3 



SUMMARY OF THE INVENTION 



Various aspects of the present invention can be found in an architecture 
and method that allows for mutual identification, verification, or authorization of 
dynamically loaded software. In one embodiment of the invention, a calling class 
5 contains digital keys, or other verification, authentication, and/or authorization 
mechanisms, such as digital certificates granted in the context of a Public Key 
Infrastructure (PKI) schema. 

When attempting to instantiate an invoked class, the calling class obtains 
a digitally signed codebase (location of the code and signers) of the invoked 
10 class. The calling class then uses the embedded public keys or certificates to 
verify the codebase signer. Additionally, the calling class may use the certificate 
to authenticate and/or authorize the implementation of the invoked class. 

If the calling class cannot verify, authenticate, and/or authorize the 
invoked class, the constructor of the invoked class is not called. However, if the 
15 calling class verifies, authenticates, and/or authorizes the instantiation of the 
invoked class through the use of the signed codebase, the embedded public 
keys, and/or the embedded certificates, the calling class invokes the constructor 
of the invoked class in a normal manner. 



20 obfuscated embedded public keys and/or root certificates relating to the signing 
of the invoked class. Additionally, the calling class may employ several 
"dummy" public keys and/or certificates and implement a randomly based 
verification technique using those dummy certificates and/or public keys, as well 



In one implementation of the invention, the calling class contains 
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as the "real" public keys or certificates. In this case, only the calling class will 
know which is the proper set of verification tools implennented. Additionally, this 
allows a provider to hide the valid certificates from an unauthorized party 
attempting to decompile the obfuscated calling class and obtain the public keys 
5 and/or certificates. 

As for the invoked class, the constructor for the invoked class contains a 
call to verify, authenticate, and/or authorize the calling class. The invoked class 
obtains access to a digitally signed codebase of the calling class. Contained 
within the invoked class is a set of certificates and/or public keys relating to the 

10 calling class. The invoked class verifies, authenticates, and/or authorizes the 
calling class by using the public keys and/or certificates of the calling class. 

Using the public keys and/or certificates, the invoked class may verify the 
digitally signed calling class codebase. With the certificates, the invoked class 
may authorize and/or verify the digitally signed codebase of the calling class, as 

15 well as verify the digital signature with the public key contained within the 
certificate. 

As such, a mutually verifying, authenticating, and/or authorizing code may 
be envisioned when the particular codes are dynamically loaded. Other aspects, 
advantages and novel features of the present invention will become apparent 
20 from the detailed description of the invention when considered in conjunction with 
the accompanying drawings. 
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BRIEF DESCRIPTION OF THE DRAWINGS 



Fig 1 is a schematic diagram of a typical network of data processing 
systems 

Fig 2 is a schematic diagram of architecture of a dynamically mutual 
5 authenticating code, according to the invention. 

Fig 3 is a block diagram of an embodiment of the certificates relating to 
the invoked class according to the invention. 

Fig 4 is a block diagram of a method by which the invention may be 
implemented. 




10 
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DETAILED DESCRIPTION OF THE INVENTION 

Fig 1 is a schematic diagram of a typical network of data processing 
systems. Any of the data processing systems of Fig 1 may implement the 
present invention. A distributed data processing system 100 contains a network 
102. The network 102 provides communications link between all the various 
devices and computers connected within the distributed processing system 100. 
The network 102 may include permanent connections, such as wire or fiber optic 
cables, or other types of connections such as wireless, satellite, or infrared 
network technology. 

The network 102 may operate under a number of different operating 
schemes. Communications may flow between the associated components of the 
distributed processing system 100 under various protocols, including TCP/IP. 
The network 102 may also be indicative of several interconnected networks, such 
as the Internet. 

The network 102 connects a server 104 and a server 106. Additionally, a 
storage unit 108 is also connected to the network 102, thus allowing the servers 
104 and 106 to communicate with and store data to and from the storage unit 
108. Other typical clients on the network 102 may be stand-alone computers 110 
and 112. 

Additional computing components connected to the network 10 may 
include a personal digital assistant 114 and a remote network appliance 116. 
Additionally, an individual user may carry a so-called "smart card" 118. The 
smart card may contain sufficient data and/or processing capabilities to allow 
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connection to and communication with other components of the distributed data 
processing system 100. 

It should also be noted that the distributed data processing system may 
also include numerous different types of networks. Any one of, or any 
5 combination of, for example, an intranet, a local area network (LAN), a wide area 
network (WAN), or an aggregation of units may be connected to each other in a 
fashion. The invention described herein may operate on any of the devices as 
related in Fig 1 , or across any network implementation as noted above. 
Additionally, embodiments of the invention could be implemented on a stand 
10 alone computing device. 

If using the network in a secure fashion, the network may be local to the 
individual clients. Or such secure network may be implemented upon a public 
network using various security protocols, thus creating a virtual secure network 
(VSN) molded from the public network infrastructure. Also, the present invention 
15 may be implemented on a variety of hardware and software platforms, as 
described above. 

Digital certificates support public key cryptography in which each party 
involved in a communication or transaction has a pair of keys, called the public 
key and the private key. Each party's public key is published while the private key 
20 is kept secret. Public keys are numbers associated with a particular entity and 
are intended to be known to everyone who needs to have trusted interactions 
with that entity. Private keys are numbers that are supposed to be known only to 
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a particular entity, i.e. kept secret. In a typical public key cryptographic system, a 
private key corresponds to exactly one public key. 

Within a public key cryptography system, since all communications involve 
only public keys and no private key is ever transmitted or shared, confidential 
5 messages can be generated using only public information and can be decrypted 
using only a private key that is in the sole possession of the intended recipient. 
Furthermore, public key cryptography can be used for authentication, i.e. digital 
signatures, as well as for privacy, i.e. encryption. 

When authenticating data, data can be signed by computing a digital 
CJ 10 signature from the data and the private key of the signer. Once the data is 

digitally signed, it can be stored with the identity of the signer and the signature 
rjl that proves that the data originated from the signer. A signer uses a private key 

O- to sign data, and a receiver uses the public key to verify the signature. The 

present invention is directed to a form of authentication using digital certificates; 
15 some encryption is also performed during the processing within the present 

i - 

if invention. 

A certificate is a digital document that vouches for the identity and key 
ownership of entities, such as an individual, a computer system, a specific server 
running on that system, etc. Certificates are issued by certificate authorities. A 
20 certificate authority (CA) is an entity, usually a trusted third party to a transaction, 
that is trusted to sign or issue certificates for other people or entities. The CA 
usually has some kind of legal responsibilities for its vouching of the binding 
between a public key and its owner that allow one to trust the entity that signed a 
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certificate. There are many such certificate authorities, such as VeriSign, 
Entrust, etc. These authorities are responsible for verifying the identity and key 
ownership of an entity when issuing the certificate. 

If a certificate authority issues a certificate for an entity, the entity must 
5 provide a public key and some information about the entity. A software tool, such 
as specially equipped Web browsers, may digitally sign this information and send 
it to the certificate authority. The certificate authority might be a company like 
Verisign that provides trusted third-party certificate authority services. The 
certificate authority will then generate the certificate and return it. The certificate 
Cj 10 may contain other information, such as dates during which the certificate is valid 
and a serial number. One part of the value provided by a certificate authority is to 
5J serve as a neutral and trusted introduction service, based in part on their 

□ verification requirements, which are openly published in their Certification Service 

::! 

U Practices (CSP). 

m- 

15 Fig 2 is a schematic diagram of architecture of a dynamically mutual 

y authenticating code, according to the invention. A caller software module 210 

contains security tools 240. In practice, these security tools 240 could include a 
digital signature 230 and a public key for that digital signature. Or, it could also 
be a certificate 260 containing information relating to the verification, 
20 authentication, and/or authorization functions common to many Public Key 
Infrastructure (PKI) systems. 

In the course of operation, the caller software module 210 attempts to 
invoke a callee software module 280 through the use of a public constructor 
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During the course of instantiation, the callee software module 280 uses both its 
own security tools and the security tools of the calling class 1 10 to verify, 
authenticate, and/or authorize the calling software module 210. 

In an exemplary embodiment, the callee software module 280 performs a 
5 validation of the digital signature of the caller software module 21 0 with the public 
key 250. This verifies the identity of the signer of the the caller module and that 
the caller software module 210 has not been tampered with, since, ostensibly, 
only the holder of the private key could make the digital signature 220. 
The invoked software module 280 can also use a certificate 250 contained within 
10 the invoked software module 280 to verify, authenticate, and/or authorize the 
caller software module 210 based upon the information and public keys 



contained in the certificate. The invoked class 280 contains the certificate 250, 
which it implicity trusts. The invoked class 280 uses the public keys contained 
therein to verify the codebase of the caller class 210. Or, other authorization 
15 steps may be accomplished through the use of the certificate within many 
different public key infrastructure (PKI) techniques known in the art. In this 
manner, the invoked class 280 utilizes the digital signature 230 and the security 
tools 250 to verify, authenticate, and/or authorize the caller software module 210. 



20 algorithms may be used in the in the public key/secret key system used here, 
and the methods for providing a digital signature of data and/or objects is well 
known in the art. Additionally, many different authentication certificates exist and 
are currently implemented through PKI technologies from many sources. 



One skilled in the art will recognize that many different encryption 
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In another exemplary embodiment, the callee software module 280 may 
use the certificate 260 and/or public keys contained within the caller software 
module 1 10 to both to verify and authenticate the caller software module 210. In 
this case, the caller software module 210 is digitally signed with a private key, 
5 and this signature is placed into the caller software module 210. 

The certificate 260 contains a public key so that the invoked class may 
validate the digital signature. Additionally, the invoked module may use the 
embedded certificate 260 to authenticate and/or authorize the calling class 210. 

The invoked class software module 280 verifies, authenticates, and/or 
10 authorizes the codebase of the calling class software module. This occurs when 
the invoked class software module 280 performs these actions in its constructor. 

This may be accomplished through the invoked class verifying the 
codebase of the calling class 210 through the validation of digital signature 
contained in the calling class 210. Additionally, other verification, authentication, 
15 and/or authorization steps may performed through the use of the digital certificate 
contained in the invoked class 280. 

If these steps fail, the invoked class constructor fails. When the 
constructor fails, the calling class 210 is unable to use or access the functionality 
of the invoked class 280. 
20 This ensures that the calling class 210 is able to instantiate and use the 

invoked class implementation only after having been successfully verified, 
authenticated, and/or authorized by the invoked class. Several levels or types of 
authentication or authorization may be employed, such as authentications as to 
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whether the entity is able to use specific classes, which specific classes may be 

licensed for use, or whether the entity is still using the software in a valid 
timeframe as dictated by a provider, to name but a few possible. 

Turning now to how the calling class 210 verifies the invoked class 280, 
upon a request to instantiate the invoked class 280, the calling class 210 first 
performs an authentication, verification, and/or authorization of the invoked class 
280. If the authentication, verification, and/or authorization steps related to the 
invoked class 280 fail, the calling class 210 simply does call the constructor of or 
otherwise does not instantiate the invoked class 280. 

To aid in this task, the calling class 210 contains one or more trusted 
public keys 260, certificates, or other security tools embedded within the calling 
class 210. The calling class 210 initiates the verification, authentication, and/or 
authorization the invoked class by finding the codebase of the invoked class 260, 
including location and signers, of the invoked class. 

The calling class 210 then verifies the signature of the invoked class 280 
with the certificates and public keys embedded in the calling program. If the 
calling class cannot verify, authenticate, and/or authorize the invoked class 280, 
then the constructor of the invoked class 280 is not run by the calling class 210. 

In essence, each module has a set of security tools indicating or allowing 
it to deduce the modules that it trusts. These security tools can be security 
certificates or public keys that it trusts. Thus, each of the modules finds the code 
source of the module in question and verifies the signature on the module with 
the embedded security tools. Or it may use the embedded security tools to 
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perform higher levels of authentication and/or authorization that can be 
implemented in a PKI schema. 

In one embodiment, the certificates 260 are so-called "root" certificates, 
thus ensuring the authenticity and the veracity of the invoked class 280 at a high 
5 level of trust. As such, the need exists to ensure the security of the root 

certificates themselves. In this case, more than one certificate is used, and is 
thus explained in detail below 

Fig 3 is a block diagram of an embodiment of the certificates relating to 
the invoked class according to the invention of Fig. 2. In this case, a plurality of 
10 certificates 320a-n is provided in the calling class 310. When implementing the 
invention in Java, the certificates are "obfuscated", or kept from view. In this 
manner, a preliminary level of security may be maintained for these certificates. 

In this implementation, one of the certificates 320a-n is the "real" 
certificate, and the others are false. This implementation of multiple verification 
15 tools adds an extra level of security to the scheme. 

Additionally, the calling class 310 can perform a number of verification and 
authentication steps using the certificates 320a-n. The certificates may be 
verified according to some process with an inherent source of randomness. 
Thus, the calling class 310 knows which certificate request should be granted 
20 and which ones should not. However, an outside observer, or even an observer 
who gained access to the obfuscated certificates, could not be assured which 
certificate was authentic and which was not. 
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As such, the calling class code performs the validation, authentication, 
and/or authorization steps with both a good certificate and also a bad certificate. 
These steps are done in a random pattern known only to the calling class. In this 
manner, an unauthorized individual is prevented from decompiling the class, 
5 finding the certificate, and replacing it. 

Additionally, the multiple security tools 320a-n allow for multiple types of 
invoked classes to interconnect with the calling class 310. For example, the 
security tool 320a may be invalid with respect to a first invoked class. However, 
the security tool 320a may be valid with respect to a second invoked class. In 
10 this manner, the calling class can be used for multiple interconnections with other 
invoked classes. In addition, multiple security tools may be employed in a similar 
manner for the invoked class as well. In this manner, a portable interface can be 
used in a secure manner for multiple interfaces. 

Fig 4 is a block diagram of a method by which the invention of Fig 2 may 
15 be implemented. In a block 410, the calling class determines that it needs to 
instantiate an invoked class. The calling class obtains the codebase of the 
invoked class in a block 470. 

The module is digitally signed, or may contain or employ other verification 
means, such as a certificate. The calling class then uses the verification means 
20 to verify, authenticate, and/or authorize the module. As such, the invoked class 
is checked using the keys and/or certificates that the calling class holds internally 
in a block 420, as explained in the sections above relating to Figs. 2 and 3. 
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If the verification, authentication, and/or authorization steps fail, the calling 
class does not attempt to invoke the invoked class. In this case it returns an 
exception in a block 430. 

However, if the verification, authentication, and/or authorization steps 
5 succeed, the calling class invokes the constructor of the invoked class in a block 
440. In this case, the invoked class is constructed by the means inherent in the 
invoked class to do so. 

In a block 450, the invoked class, in its constructor, performs verification, 
authentication, and/or authorization steps relating to the calling class, as detailed 
10 previously in relation to Fig. 2. If the verification, authentication, and/or 

authorization steps fail, the constructor fails and control returns to the calling 
class in a block 460. 

However, if the verification, authentication, and/or authorization steps are 
successful, the invoked class constructor passes to successful completion in a 
15 block 480. This allows the invoked class and the calling class to operate and 
interact in a normal manner. 

In an exemplary implementation, the calling class and invoked class are 
implemented in Java, and the digital signatures are those of the particular .jar file 
of each class, respectively. In this case, the schema may use the digital 
20 signature mechanisms provided by the Java Runtime Environment (JRE). The 
JRE includes Java Cryptography Architecture (JCA), which in turn provides 
implementation for many different signature algorithms. 
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Thus, an architecture for implementing a mutual authentication and 
verification of dynamically loaded software is detailed. It should be noted that 
such an architecture may be implemented with a computing device. The 
computing device may be a general purpose or specialized computing device. It 
5 should also be noted that the architecture may be implemented as software run 
on the computing device and within such components as magnetic media or 
computer memory associated with the computing device. 

In view of the above detailed description of the present invention and 
associated drawings, other modifications and variations will now become 
10 apparent to those skilled in the art. It should also be apparent that such other 
modifications and variations may be effected without departing from the spirit and 
scope of the present invention as set forth in the claims which follow. 



